Working from home
This document is intended to be a guide for working on any information that is either not available in the public domain, or could potentially damage Access’ reputation if it was made public. It is up to each staff member to decide which of the documents they work on could be considered sensitive. If unsure, ask your team leader or the Director responsible for the project in question.
Transferring data

There are three options available to get the documents you want to work on safely from the office to your home.
Use webmail
If you have access to the internet, and know that the file(s) you need to work on are in your email, or a shared mailbox you have access to, then you can use webmail to retrieve the file(s).
Log on to webmail as normal (instructions can be found in the Intranet). Find the document you wish to work on, and save it to the computer you are working on. 

Once you have finished working on the document use webmail to email it back to yourself (to access it later) or the intended recipient.
Be sure to delete any copy you may have saved to the computer and then delete it from the recycling bin. A nifty trick when deleting a file that you want permanently removed from a computer is to select the file, hold down the shift key while pressing the delete key on the keyboard.
Make sure to press the “Log out” button in the top right corner once you have finished.

Never email potentially sensitive documents to your personal email address. Always use your @AccessCapitalAdvisers.com.au email address and webmail.
Use an encrypted USB thumb drive

If you do not have a work provided thumb drive, IT can supply you with a loan one. The thumb drive will have an encrypted, as well as a non secure section. There is also a document on the thumb drive explaining how to use the secure partition. As long as you keep any files you are working on in the secure section and change its password from the default, no one will be able to access them except you.
If you have your own thumb drive that you’d like to use, The IT team can provide you with the utility to create a secured section safe for storing work files.
Use a work laptop
When using one of the work laptops, either a standard one you may use every day, or a loan laptop from IT, anything you save to your X drive, My Documents, or your Desktop will be secured and inaccessible by anyone else. Any files that you create or save to the above locations will remain there when you come back into the office and log onto the network.

Be sure not save sensitive information on the C drive, or anywhere other than the above locations.
Storing Data at Home
Depending on the type of computer you’re using at home, different precautions may be required.

Using a work laptop

Any data stored on your My Documents (X: drive) or Desktop on a work laptop is encrypted and will be safe. Try to avoid saving anything sensitive to the C: drive.
Using a personal PC or laptop, or an Access-owned desktop PC

The local hard disk on your personal computer is unlikely to be encrypted, and most people (your IT Team included) use much weaker passwords on their home computers than they do at work. Because of this, saving sensitive information on the C: drive of your personal PC or laptop is not really secure.
The safest option of all is to store nothing at home. Bring work home using webmail or an encrypted USB stick, work on it, then delete it from your personal computer and take the data back to work. That way there’s nothing on the home PC that you need to worry about, so no need to take extra measures.

If you do need to store sensitive data on your home PC, we recommend that you use TrueCrypt to create and encrypted volume with a strong password and save all sensitive data to that. This is the same method used to encrypt data on the USB thumb drives.
Download the latest stable version of TrueCrypt from:
http://www.truecrypt.org/downloads.php
and install it on your home computer. 

Create and mount a new encrypted volume as documented in the tutorial here:
http://www.truecrypt.org/docs/?s=tutorial
Note that there are 5 parts to the tutorial – look for the fairly well hidden “Next Part  > >” link at the bottom of the page. If you have any trouble getting this working, drop us an email at ITSupport@AccessCapitalAdvisers.com.au describing the problem. If it’s a personal laptop, feel free to bring it into the office for us to take a look at.
When you leave your computer for any length of time, please make sure you dismount the encrypted volume, locking it.
