Using ACA Remote Access
Access Capital Advisers has a remote access system which allows staff to connect to our internal servers from home.  The system is based around Remote Desktop Services (previously known as Terminal Services) and allows staff to connect to and remote control a server in our Canberra office from anywhere on the internet. The Remote Desktop (RD) server has direct access to all our mapped drives and email server and will have our standard set of applications installed on it. The aim is to make remote controlling the RD server as much as possible like working directly on your PC in the office.

Authentication

Because this system can be accessed from anywhere in the world and gives access to all our internal systems, it is necessary to secure it with more than just usernames and passwords. The solution we have gone with is a token-based Two Factor Authentication (2FA) system provided by Entrust. A number of banks have recently implemented similar systems with tokens or SMS codes. Out system is geared around hardware key-ring tokens as the primary means of authentication, with SMS codes to your mobile number as a back-up.
Getting started

Contact the IT Support team for an Entrust token. Once a token has been assigned to you and activated on the system you will be able to use it to log into the RD server. If we can’t hand the token to you ourselves we will post it in a de-activated state and you will need to log into the Token Self-Service page and activate it once you have the token in hand.

Your home computer should be set to automatically install Windows Updates. This is generally a good security measure anyway, but remote access also requires newer versions of some tools that originally came with Windows XP back in 2001. For instructions on making sure your Windows is kept up-to-date, please see
http://www.microsoft.com/security/updates/mu.aspx 
Connecting

The address you need to connect to for all remote access needs is http://remote.accesscapitaladvisers.com.au/
We recommend you use Internet Explorer for this.

Click the Remote Desktop icon in the middle of the page. Internet Explorer will ask you to Open or Save, Firefox will insist that you save the file somewhere. If you’re going to be using RD a lot we recommend saving the file to your desktop. If it’s something you’ll only do occasionally, just click Open and dive straight in. If you chose to save the file (ACA Remote Desktop.rdp) locate it now and double click on it.
If this is the first time you’ve used RD from this computer, you should get a warning looking something like this:
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As longs as the publisher is Access Capital Advisers, tick the “Don’t ask me again” box and click Connect.

You should be prompted for your username and password. On Windows XP that will look like this:
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On Windows Vista or 7 it will look like this:
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As long as it’s got

1. ts.accesscapitaladvisers.com.au

2. rd08.int.accesscapitaladvisers.com.au
you’re OK to go ahead.

In the username field, put in the same firstname.lastname username you use in the office, but prefix it with ACCESS\, e.g. “ACCESS\ryan.trainor”.

Use the same password you use to log into your work computer every morning. Click OK.

Next you should get a screen that looks like this:
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Fill it out the same as the previous box – access\firstname.lastname, normal password.

The next box you get will be the second authentication stage:
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Check that the Serial Number on the screen matches the one on the back of your token (S/N:, below the barcode) then press the button on your token to generate a code. Type the eight numbers off the token screen into the Token Response field and hit Enter or click the blue arrow.

The server should now log in and display your desktop. All of our standard applications are installed on the RD server, including Office 2010, Excel 2003, Datastream, PDFCreator, etc. Some applications for which we have limited licenses (e.g. Adobe Standard, MS Visio) will not be available.

Getting out

When you’re done with the RD server, save all your documents as normal, then go into the Start Menu and click Log Off.

If you need to go away for a while and then come back to what you were working on, e.g. to change computers, reboot or get on a plane, you can disconnect an RD session, but leave it running. In the Start Menu, click Shut Down, then from the drop-down box select Disconnect. A disconnected session will continue to run with all your documents and programs open for the next 24 hours. You can reconnect to it by starting a new RD session from http://remote.accesscapitaladvisers.com.au.

Please note that if the server needs to reboot for any reason while your session is disconnected, any unsaved work will be lost. Please remember to hit Save before you disconnect from a session.

Lost tokens

At the bottom of the http://remote.accesscapitaladvisers.com.au/ page is a link to Token Self Service. If you lose your token or realize that you’ve left it at home and desperately need to get into webmail or Remote Desktop, you can log into this page and report your token as missing. 
Log in using your normal username (firstname.lastname) and password, but leave the Group filed blank. You will also need your mobile phone with you to do this, as we will send a confirmation code to the mobile number we have on record for you. These codes are not caps-sensitive, so don’t worry about getting it all in uppercase when you type it in.
The Self Service page can issue you a temporary PIN that will allow you into the RD server. The PIN is valid for 24 hours, giving you a bit of time to locate your token.

Once you recover your misplaced token you can log back into the Self Service website to re-enable it using the “I'd like to try resetting my token” option.

We ask that if you do actually lose your token you disable it as soon as possible, either using the Self Service website or by calling the IT team on +61 2 6163 9799.

Limitations

There are a couple of things that we cannot currently do in RD:
· You cannot schedule a Live Meeting or Communicator conference call from Outlook on RD. There’s not currently a work-around for this one.

· Communicator is installed on the RD server, but can only be used for Instant Messaging. To make voice or video calls from home you will need to install Communicator on your home computer. Instructions on this can be found at http://remote.accesscapitaladvisers.com.au/
Problems or Support

For non-urgent problems outside of Canberra business hours, please drop us an email at ITSupport@AccessCapitalAdvisers.com.au. For anything urgent or inside of normal business hours for the IT team, give us a call on extension 1203 or +61 2 6163 9799.
